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(from left) Dr Phiphat Phruksarojanakun, Dr Su Jin Jung, Ambassador
Ong Keng Yong, Dr Claude Guet, Ms Sabariah Bt Kader Ibrahim, Dr Mely
Caballero-Anthony, and Dr Alvin Chew

RSIS, in collaboration with the Energy Market Authority of Singapore,
organised a roundtable on “Nuclear Safety and Security Culture: Powering
Nuclear Governance in East Asia” at the 10th Singapore International Energy
Week on 27 October 2017.

Roundtable speakers included Dr Phiphat Phruksarojanakun, Head of
International Co-operation Section, Office of Atoms for Peace, Thailand; Ms
Sabariah Bt Kader Ibrahim, Head of International Training Sector, Nuclear
Malaysia Training Centre of Malaysia Nuclear Agency; Dr Alvin Chew,
Adjunct Fellow, RSIS; Dr Claude Guet, Programme Director at Energy
Research Institute at NTU and Senior Advisor to the CEO of CEA (French
Alternative Energies and Atomic Energy Commission); and Dr Su Jin

Jung, Manager of Strategy and Performance Department, Korea Institute of
Nuclear Safety.

The speakers emphasised that the majority of past nuclear incidents, such
as the 2011 Fukushima nuclear disaster, occurred because of human errors
and management gaps, that is, a weak nuclear safety-security culture. The
risks associated with nuclear energy do not originate from the technology
itself but from the mindsets, attitudes, and behaviours of those who are



involved in the operation and regulation of nuclear facilities and radioactive
materials. The discussions therefore focused on strengthening nuclear
safety-security culture in Southeast Asia and the lessons learnt from South
Korea and France. The roundtable also identified various national and
regional programmes that promote a nuclear safety-security culture among
radiation workers and regulators and enhance nuclear energy governance in
the region.

Session 1 accentuated the importance of developing the nuclear safety-
security culture in Southeast Asia. Several countries in the region are
interested in adding nuclear power to their future energy mix. They are

also using radioactive materials for various civilian applications in hospitals
and industries, among other uses. Regulatory policies are being revised in
several ASEAN member states to ensure a consistent and institutionalised
approach to the cultivation of a safety-security culture. The roundtable

also underscored the role of the State in establishing nuclear education

and training programmes to deepen a safety-security culture. The

ASEAN Network of Regulatory Bodies on Atomic Energy (ASEANTOM) is
spearheading regional cooperation on nuclear safety and security capacity-
building. However, multiple challenges remain in the region such as lack
of funding support for implementation of capacity-building projects, varying
degrees of knowledge and expertise among ASEAN member states, lack of
well-trained staff and infrastructure, and weak commitment from policymakers
down to the technical staff.

Session 2 served as a platform to highlight the experiences of France and
South Korea, which have been harnessing nuclear energy for decades.
Both countries have drawn on the lessons of past nuclear incidents and
placed more attention on strict regulatory inspections of facilities in order to
identify management gaps. Regular training workshops for nuclear staff and
managers are also conducted to promote a safety-security culture. Given the
long history of nuclear energy in South Korea and France, both showcase
three best practices in terms of developing a nuclear safety culture and

a nuclear security culture. These are: (i) a comprehensive nuclear policy
framework; (ii) a proactive and independent regulatory body; and (iii) holistic
nuclear education and training programmes.
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What is a Safety-Security Culture?

An important lesson from the 2011 Fukushima nuclear disaster is

the need to have broader perspectives on unthinkable events and
unforeseen circumstances. It is necessary for nuclear staff, managers and
emergency responders to be prepared for such contingencies and sudden
developments. Human errors such as complacency and the lack of critical
thinking have been identified as key contributors to the Fukushima nuclear
disaster. Yet, the nuclear industry has focused only on technological
improvements, leaving out the need to cultivate a nuclear safety and security
culture. Nuclear power and utilisation of radioactive materials for non-power
applications do not merely involve technological aspects.

The International Atomic Energy Agency (IAEA) defines nuclear safety
culture as “the assembly of characteristics and attitudes in organisations
and individuals which establishes that, as an overriding priority, protection
and safety issues receive the attention warranted by their significance.”



Meanwhile, nuclear security culture is defined by the IAEA as “the assembly
of characteristics, attitudes, and behaviours of individuals, organisations

and institutions which serves as a means to support and enhance nuclear
security.” These definitions highlight the importance of human factors, such
as attitudes, beliefs and behaviours, in upholding nuclear safety and security.

While both nuclear safety and nuclear security consider the risk of
inadvertent human error, nuclear security places additional emphasis on
deliberate acts that are intended to cause harm. The principal shared
objective of security culture and safety culture is to contain the risks resulting
from the failure to manage nuclear materials and associated facilities that
handle such materials. This objective is largely based on common principles
such as critical thinking, accountable workers and managers, high priority

to safety and security, two-way communication between employees and
managers, a learning culture, and top management commitment to safety
and security. There are instances wherein the differences between safety
and security requirements need to be acknowledged. On the one hand, since
nuclear security deals with deliberate acts, security culture therefore requires
confidentiality of information to deter malicious acts. On the other
hand, safety culture encourages sharing of information due to its overriding
concern for transparency. Nonetheless, safety culture and security culture
overlap, co-exist and reinforce each other.

A safety-security culture cannot be instilled and cultivated instantly because
three essential elements need to be developed first. These are: (i) beliefs
and attitudes, (ii) management systems, and (iii) behaviours. Firstly, one
must have a strong belief that risks and threats do exist and therefore safety
and security have to be upheld at all times. Without strong beliefs and
attitudes, an effective nuclear safety-security culture will not exist. Secondly,
a system of management must be put in place to manage expectations,
requirements and standards for the conduct of work and training among staff
and managers. Thirdly, the strength of a nuclear safety-security culture of an
organisation is observable in the behavioural patterns of its personnel which
can be improved by continual learning, self-assessment, and application of
best practices and lessons learnt.

Significance for Southeast Asia

As countries look for additional clean sources of energy to help mitigate
climate change, nuclear power may be included in the energy mix of
Southeast Asia after 2030, according to the latest forecast by the IAEA.
The 5th ASEAN Energy Outlook of the ASEAN Centre for Energy predicts
that nuclear power will be added to Southeast Asia’s energy mix by 2035.



While Vietnam postponed its first nuclear power plant (NPP) project in 2016,
Indonesia, Thailand, Malaysia, and the Philippines are in the process of
building up their human resource capacity and amending legal and regulatory
frameworks on the civilian use of nuclear energy. Myanmar, Laos and
Cambodia have also recently signed nuclear cooperation deals with countries
like China and Russia for financial, technological and training assistance. In
April 2017, a pre-feasibility study, unveiled during the 7th Annual Meeting

of the ASEAN Nuclear Energy Cooperation Sub-Sector Network, showed
that many ASEAN member states are in favor of tapping nuclear energy for
peaceful and commercial use.

Given that a safety-security culture may take years to deepen, potential
newcomer countries in the region should now invest in it simultaneously
with their ongoing human resource development programmes for nuclear
energy. Even with the absence of NPPs in the region, radioactive sources
are already widely used for non-power applications. For instance, Malaysia
has 4,444 workplaces involved with ionizing radiation for medical, industrial
and non-destructive testing applications. The number of radiation workers
in Malaysia is steadily increasing, with around 21,436 radiation workers as
of 2015. It is important that all of them demonstrate a strong nuclear safety-
security culture. If their individual and collective commitments to safety and
security are weak, radioactive materials can be accidentally leaked, stolen
and used for malicious purposes, or released indiscriminately by non-state
actors. The potential transboundary impact of nuclear accidents, radioactive
leaks, and nuclear terrorism on affected populations, states, public health,
environment, food safety, and economy should drive all ASEAN member
states to deepen their safety-security culture through national and regional
initiatives.

Role of the State

A key role of the State is to establish a legal and regulatory framework,
which is one factor in the development of an effective safety-security culture.
The State, through its legal and regulatory framework, has to define the (i)
duties, responsibilities, and rights of various actors in the nuclear field; (ii)
procedures for licensing nuclear facilities with adequate participation of the
general public; and (iii) the means of regulatory control: rule making, safety
evaluations, and inspections. Specifically for security culture, it is necessary
for the State to establish general rules for authorised access to
facilities and information, with the goal of securing sensitive information,
radioactive materials, facilities and transport.




In Southeast Asia, several outdated national regulatory laws are being
reviewed for amendments or have just been amended. For example,
Thailand already passed its new regulatory law, the Nuclear Energy for
Peace Act of 2016. It allows Thailand to formally ratify and comply with
international conventions and treaties on nuclear safety, security and
safeguards. This new law, in particular, establishes additional nuclear
security and safeguards principles as well as regulatory control over
radioactive materials, which were not covered by the old law.

In Malaysia, the Atomic Energy Licensing Regulations of 2010, Sub-
Regulations 15(8) requires “the licensee or the employer to provide
appropriate training, retraining and facilities for updating the skills and
knowledge of their workers”. The Atomic Energy Licensing Board, which
serves as Malaysia’s regulatory body, recognises that regulatory clarity

is still needed in order to ensure a consistent approach to developing a
safety-security culture. The regulatory body therefore intends to clarify its
safety-security culture definitions and characteristics; update its guidelines on
licensees’ self-assessments of their safety-security culture; and elucidate the
regulatory body’s oversight role and the role of the licensees.

In this regard, Malaysia started participating in IAEA’s Occupational
Radiation Protection Appraisals (ORPAS) in 2017. ORPAS promotes self-
assessment, a radiation safety culture, and quality management systems.
ORPAS review missions are conducted as an independent appraisal service
or peer review in the field of radiation protection of workers. This appraisal
service is an opportunity for Malaysia to have its regulatory framework and
radiation protection regulations independently reviewed and evaluated based
on international safety standards.

Education and Training

The State has the responsibility to develop national education and
continuous training programmes on nuclear safety and security. Training
and professional development are essential to the cultivation of norms and
expected cultural behaviours in nuclear facilities. In addition, at all levels
of an organisation, managers must ensure that training is provided to
employees in order to develop skills and promote a safety-security culture.

The case of Malaysia clearly demonstrates the role of the State in nuclear
education and training. Nuclear Malaysia Training Centre of the Malaysia
Nuclear Agency (Nuclear Malaysia) has been providing training courses
on radiological protection for more than 30 years and has extensive
experience in developing training materials. Nuclear Malaysia offers 114



training courses, methods of training provision, course content and training
infrastructure. In 2016, it trained around 2,845 participants from several
sectors such as radiation safety and health (64.5 percent), medical X-ray
(16.5 percent), non-destructive testing (10.1percent), and environmental
safety and health (8.9 percent). Through training courses, radiation workers
will be able to understand and apply the concept of radiation protection at
workplace, aimed at continuously striving for a healthy, accident-free and
environmentally sound workplace and community. International participants
from Asia are also trained at Nuclear Malaysia every year. Hence, IAEA has
recognised and designated Nuclear Malaysia as a regional training centre in
radiation protection and nuclear safety.

Role of Regional and International Institutions

Providing education and training programmes is not just limited to States.
Regional and international institutions, too, can offer human resource
development and capacity-building assistance to States.

In Southeast Asia, the ASEANTOM has been driving regional cooperation
on civilian nuclear capacity-building among ASEAN member states. Since its
inaugural meeting in 2013, ASEANTOM has been addressing key challenges
to nuclear safety and security such as lack of funding support to implement
capacity-building projects, varying degrees of knowledge and expertise
among ASEAN member States, lack of well-trained staff and infrastructure,
and weak commitment from policymakers down to the technical staff. All

of which may have an impact on how nuclear safety-security culture is
cultivated in Southeast Asia. Hence, ASEANTOM conducts, throughout the
region, expert missions/exchange programmes, workshops, and technical
cooperation projects with international organisations to address such
challenges.

For instance, ASEANTOM has reached out to Laos which does not have
enough well-trained staff and regulatory infrastructure, especially for the
regulation of radioactive materials. In 2017, ASEANTOM launched the

Lao PDR-Thailand Technical Cooperation Workshop on Strengthening
Capacity-Building on Radiation Safety and Radioactive Measurement and
Monitoring in the Environment. 1t entails on-site training and expert missions
by Thailand’s regulatory body to help Laos establish its own regulatory
infrastructure. ASEANTOM also organises annually the Regional Workshop
on Capacity-Building and Strengthening the Nuclear and Radiation Safety
and Security Network in the ASEAN Region, which includes 130 participants,
lecturers, and speakers from ASEAN member states, South Korea, Japan
and Taiwan.



Furthermore, global and regional institutions provide technical and funding
assistance to ASEANTOM. For instance, ASEANTOM and the IAEA co-
organise workshops, training courses, expert missions, and meetings

under the Technical Cooperation Project on Supporting Regional Nuclear
Emergency Preparedness and Response in the Member States of ASEAN
Region. ASEANTOM and the European Union (EU) jointly manage a
capacity-building project entitled Enhancing Emergency Preparedness

and Response in ASEAN: Technical Support for Decision Making. These
regional projects are aimed at enhancing the quality and coherence of
decision-making within ASEAN following a radiological or nuclear emergency.
Through ASEANTOM’s regional projects and initiatives, with the generous
assistance from the IAEA and the EU, it is hoped that a collective nuclear
safety-security culture among ASEAN member states will begin taking root in
the region.
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Dr Phiphat Phruksarojanakun speaking about Thailand’s and ASEANTOM'’s
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Ms Sabariah Bte Kader Ibrahim explaining Malaysia’s efforts to cultivate
safety-security culture
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Nuclear Power Development

In spite of the 2011 Fukushima nuclear disaster, nuclear power remains
among the primary sources of energy in both South Korea and France.

In fact, France gets about 75 percent of its electricity from nuclear energy
(403.7 TWh) due to a long-standing policy on upholding energy security
through harnessing reliable power sources. However, the share of nuclear
power may be reduced to 50 percent by 2025, depending on the reliability

of renewables by that time. France has 19 NPPs with 58 nuclear reactors
operated by Electricite de France (EDF), the only operator of NPPs in the
country. Meanwhile, South Korea operates 24 nuclear reactors located in five
NPPs, providing about 30 percent of its power supply. South Korea’s NPPs
have installed capacity of 22,500 MWe. However, President Moon Jae-in
vows to phase out nuclear energy over 45 years by stopping the construction
of new planned reactors and prohibiting extension of the lifespan of existing
NPPs.



Both South Korea and France have long experience and deep expertise in
harnessing nuclear power. The French nuclear energy sector emerged in the
1970s in response to the first global oil crisis. The French nuclear complex
is primarily composed of the French Nuclear Safety Authority, which acts

as the independent regulatory body, the Institute of Radiological Protection
and Nuclear Safety (IRSN), EDF as operator of all NPPs, AREVA as the
constructor of NPPs, ANDRA as the nuclear waste management agency,
relevant ministries, universities, and scientific research institutes. France
also exports electricity from its NPPs to European countries, earning US$3.5
billion annually.

South Korea’s nuclear energy industry began in the 1970s with the
construction of its first NPP. Since then, nuclear energy has been South
Korea’s primary source of energy given that it has limited renewable energy
potential and it cannot import excess energy supply from its neighbouring
countries in Northeast Asia. The major actors in the country’s nuclear energy
sector include an independent regulatory body—the Nuclear Safety and
Security Commission (NSSC), which is assisted by the Korea Institute for
Nuclear Safety (KINS) and the Korea Institute of Nuclear Non-proliferation
and Control (KINAC). Korea Hydro and Nuclear Power Ltd serves as

the sole operator of all NPPs. Other actors include research institutes,
universities, and relevant ministries. South Korea is also an exporter of
nuclear technology; its most recent project is the ongoing construction of the
United Arab Emirates’ first NPP.

Given the long history of nuclear energy in South Korea and France and
their robust expertise in operating and regulating NPPs, both countries can
offer several key lessons in terms of developing a nuclear safety culture and
a security culture. Moreover, both countries have institutionalised the lessons
of past nuclear incidents, particularly the need to strengthen a safety-security
culture of employees, managers, and organisations that are involved in the
nuclear industry. Three key lessons from South Korea and France are the
following: (i) a comprehensive nuclear policy framework; (ii) a proactive
regulatory body; and (iii) holistic education and training programmes.

A Comprehensive Nuclear Policy Framework

At the state level, there must be a policy framework on developing a nuclear
safety-security culture. The South Korean model provides this best practice.
South Korea’s nuclear policy framework covers not just the technical aspects
of nuclear safety and security but also the development of right mindsets and
attitudes of the operators of nuclear facilities and licensees for radioactive
sources. In 2001, the South Korean government issued the Nuclear Safety



Charter, which codifies top-level philosophy and principles, including the
promotion of a nuclear safety culture in all nuclear-related organisations and
facilities.

Meanwhile, the concept of security culture was developed much later due
to lack of attention given to it in the past. Nonetheless, to demonstrate the
national commitment on promoting a security culture, the regulatory body
(NSSC) issued the Nuclear Security Culture Implementing Guide in 2013.

It explains the importance of human factors and leadership in nuclear
security and the interactions between safety culture and security culture.
The implementing guide is intended for regulatory bodies, organisations,
institutions and individuals involved in activities utilising nuclear energy or
other radioactive materials. It is also for those who would be called upon to
respond to a security incident involving radioactive materials. Consequently,
all nuclear-related organisations, facilities, and agencies in South Korea have
established their respective nuclear security action plans and organisational
policies based on the implementing guide.

A Proactive and Independent Regulatory Body

The establishment, implementation, and maintenance of a robust nuclear
safety-security culture are also dependent on a strong and independent
regulator. The nuclear regulatory body must oversee the implementation

of the policy framework, including the implementing guide, across all
organisations. In South Korea, the regulatory oversight scope has been
widened to cover human and organisational issues since 2013. This was
triggered by the cover-up by the plant manager of a station blackout incident
at Kori NPP and the falsification of safety documents for NPP components

in 2012. These two incidents occurred due to the complacency and lack of
critical thinking and initiative of staff and managers involved. South Korean
regulator NSSC concluded that the operator did not strictly follow safety
regulations and that the concealment showed the lack of a safety culture and
strong leadership and management. NSSC therefore saw the need to impose
stricter requirements since then.

Learning from the past incidents, NSSC has become more proactive in
ensuring that a safety culture is observed in all nuclear facilities. South
Korea’s safety culture review is conducted every 10 years for each NPP as
mandated by the current legal framework. Safety culture assessment is held
every 2 years for each NPP on a voluntary basis. KINS, which serves as a
technical support agency of NSSC for safety culture, launched a research
project in 2013 on the development of the NSSC’s regulatory infrastructure
for safety culture oversight. This project examines the appropriate oversight



model, methodology, inspection guides, education and training programmes
for NSSC inspectors, and legal and institutional frameworks on which
oversight activities should be based on. KINS staff also meet licensees so
frequently to ensure that a safety culture is maintained and developed in the
licensees’ facilities.

Meanwhile, since nuclear security culture has only just received attention
in post-Fukushima years, the NSSC has been striving to keep pace with
international efforts in nuclear security culture. KINAC, which serves as a
technical support agency of NSSC for security and safeguards, conducted
preliminary studies on the development of a nuclear security culture. The
outcome of these studies is the Nuclear Security Culture Implementing
Guide.

In the case of France, the strong regulatory and legal framework ensures
that the Nuclear Safety Authority, which acts as the regulatory body, is

not conniving with the NPP operators and radiological licensees. Another
factor that makes the French regulatory body efficient is the appointment of
decisive and firm directors since its establishment in 2006. It demonstrates
that strong leadership is essential in ensuring a safety-security culture from
the regulatory perspective. Thus, it is normal for the French regulatory body
to order temporarily closure of nuclear facilities for weeks whenever it detects
even minor errors. As demonstrated in France, the independent nuclear
regulatory body must be able to make decisions and perform its duties
without undue pressure or constraints from the government, organisations,
and utilities that promote nuclear power.

Holistic Nuclear Education and Training

While local and/or national cultures might influence how a safety-security
culture is being developed, an effective nuclear safety-security culture
heavily depends upon personnel and managers equipped with the
necessary knowledge and skills to perform their functions based on
the desired standards and norms. Hence, a holistic approach to nuclear
education and training is required to sustain and develop a safety-security
culture.

In 2008, France’s Ministry of Higher Education and Research created

the French Council for Education and Training in Nuclear Energy (CFEN)
primarily to assess the adequacy and relevance of nuclear education
programmes based on the needs of universities, the nuclear industry and
research institutes. The members of the CFEN, which is chaired by the High
Commissioner for Atomic Energy, include representatives of governmental



authorities in education, research and industry; academic institutions
(universities and engineering schools); main industrial actors (AREVA, EDF,
sub-contractors), nuclear research institutions (CEA, IRSN, ANDRA). The
work of CFEN resulted in the creation of new and holistic curricula and a
threefold increase in the number of graduates within a three-year period.

Several nuclear-related academic programmes have also been designed for
international students. The most prominent one is the Master of Science in
Nuclear Energy Science, which is offered in English to educate both French
and international students on principles and knowledge required for the
nuclear industry, including how to cultivate a safety-security culture.

The majority of in-depth training activities on safety-security culture

are conducted within nuclear facilities, research institutes, regulatory

body and technical support agencies through their respective in-house
training programmes. For instance, NPP operator EDF has developed a
comprehensive in-house training for its employees and officers. Its in-house
training provides conducive working environment for its employees and
managers, motivating them to strictly follow regulations. The training also
encourages constructive working relationship among them. EDF spends 10
percent of its total labour cost for specialised in-house training, allots three
million hours of training per year (large fraction for incoming staff), and offers
650 different training courses conducted in its 19 training centers, located

at NPP sites. Enhancing human and organisational factors is part of EDF’s
in-house training. In fact, EDF has a support management division for safety
and human factors to lead its in-house training on safety-security culture.

In South Korea, KINAC regularly trains experts, operators, and officials
through domestic and international training programmes on nuclear security
culture, safeguards, and strategic trade controls. Since 2010, KINAC has
been conducting annually its nuclear security culture awareness survey

to determine the efficacy of its training and education programmes. The
survey contains questions about beliefs and attitudes, leadership behaviour,
employee behaviour, and management systems. The annual survey results
show that the awareness rate among those who are involved in nuclear and
radiological-related activities has increased from 64.1 percent in 2010 to 85.3
percent in 2015, indicating the positive outcome of KINAC’s nuclear security
education and training programmes.

Meanwhile, KINS offers education programmes to license holders (NPP
operators, radiation workers, and safety inspectors) to enhance their nuclear
safety culture awareness. Whenever licensees apply for the renewal of

their licenses at the regulatory agency, their workers and managers have

to undergo again short-term education and training programmes. KINS’



International Nuclear Safety School also offers the International Nuclear and
Radiation Safety Master's Degree Programme which is designed to educate
overseas professionals working in the field of nuclear and radiation safety.

However, nuclear safety and security education should not just be limited
to nuclear professionals, radiation workers and regulators. The general
public should also be well informed on the importance of human factors
in safety and security, which may also boost overall public acceptance

of nuclear power and allay their fears. A majority of South Koreans (60.5
percent) support nuclear phase out policy by President Moon due to their
fear that a Fukushima-like earthquake and nuclear disaster can hit their
country. In this regard, KINS run nuclear safety field trip programmes and
various education programmes for the general public and local communities,
emphasising nuclear emergency and disaster preparedness. Indeed, a
nuclear safety-security culture can only be fully developed if the country
has a comprehensive education programme targeting the general public,
licensees, students, and local residents near NPPs.

Dr Claude Guet sharing France’s nuclear experience
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