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Ambassador Barry Desker, Dean of the S. Rajaratnam 
School of International Studies (RSIS), welcomed the 
guests and participants to the Second Asia-Pacific 
Programme for Senior National Security Officers 
(APPSNO). Jointly organized by the Centre of 
Excellence for National Security (CENS)—a centre 
within RSIS—and the National Security Coordination 
Secretariat (NSCS) of the Prime Minister’s Office, 
APPSNO brings together senior national security 
officers from the Asia Pacific and beyond for 
networking, learning and the frank exchange of ideas.

Ambassador Desker observed that being tasked 
with the formulation and implementation of national 
security policies, national security officers have a 
heavy responsibility and face a unique challenge. 
If ill-conceived, these policies would have far-reaching 
consequences on society. Hence this year’s APPSNO 
focuses on a crit ical element of national 
security—resilience.

While policies may be in place to prevent a terrorist 
attack or a pandemic outbreak, the issue of how quickly 
societies recover from national security threats needs 
to be addressed. Noting that no nation is impervious 
to attacks, Ambassador Desker stressed that “it’s not 
how and how often you fall that matters, but the getting 
up again”. As such, it is essential to reflect on how 
“resilience” is defined, understood, interpreted, 
explained and put into practice.

It is hoped that by examining the different elements of 
resilience, including cultural, economic and political 
resilience, APPSNO would provide participants with 
a platform to embark on this critical enterprise.



In his opening address, Professor S Jayakumar, 
Deputy Prime Minister, Coordinating Minister for 
National Security and Minister for Law, underscored 
the salience of the concept of resilience in the face of 
constantly evolving threats. For instance, terrorist 
movements have shown an uncanny ability to survive 
and launch fresh attacks despite the best efforts of 
the international community. Apart from terrorism, 
nations also have to be prepared for other catastrophic 
threats such as pandemics and natural disasters, which 
may strike suddenly. These threats have the potential 
to instil fear and alarm among the populace and 
destabilize society.

While the government and security agencies can put 
in place the necessary effective security apparatus 
and formulate plans for various scenarios, such efforts 

need to be complemented with the support and 
cooperation of the public in remaining vigilant. Moreover, 
national security strategies cannot rely on deterrence 
and protection alone, but also on building up resilience 
and strengthening citizens’ psychological resolve to 
overcome crises necessary for society to recover to 
a state of normalcy as soon as possible. As threats 
and disasters come in different forms, resilience must 
develop in a variety of ways, according to the context 
and priorities of each individual society. Furthermore, 
resilience cannot be built overnight. It requires years 
of forging understanding, trust and confidence.

DPM Jayakumar emphasized the need for security 
agencies to be constantly vigilant to deal promptly 
and effectively with potential issues that undermine a 
nation’s security. While setbacks are unavoidable, 
it was noted that the resilience of a society is reflected 
in the security agencies and the people coming together 
in a common effort to deal with the crisis. Citing the 
examples of the British experience with an IRA 
assassination attempt in 1984 and the recent escape 
of a Jemaah Islamiyah leader from a detention facility 
in Singapore, he noted that it is important that the 
security agencies learn from their mistakes and be 
stronger for it. He concluded by commending security 
officers for their good work and dedication to protecting 
the nation, much of which is unpublicized and 
unrecognized by the public.



Lee Ark Boon outlined the national security strategic 
framework adopted by Singapore to deal with the 
terrorist threat and boost its resilience. Lee mentioned 
that in 2001–2002, the Jemaah Islamiyah (JI) planned 
six attacks not just against Singapore’s key installations 
but also against foreign missions and vessels based 
in Singapore. The plots, although foiled, raised several 
key security and social concerns. First, they highlighted 
the operational and financial support that 
foreign-based individuals or groups had given to local 
JI members. Next, the plots also drew attention to the 
roles that Singapore-based JI members had played in 
the overall JI structure. Finally, it is acknowledged that 
long-term measures to strengthen social resilience 
and cohesion constitute a vital component of 
counter-terrorism strategies alongside technical 
measures to harden Singapore as a target.

As a result of the security concerns raised in the 2004 
strategic framework, the National Security Coordination 
Secretariat (NSCS) was established under the auspices 
of the Prime Minister’s Office in the same year to work 
on and coordinate issues and initiatives pertaining to 
Singapore’s national security. The NSCS comprises 
the National Security Coordination Centre (NSCC) and 
the Joint Counter Terrorism Centre (JCTC), with the 
former tasked with national security planning, policy 
coordinating and strategic threats-anticipating roles, 
and the latter providing strategic analysis on terrorist 
threats and Singapore’s level of security preparedness.

In view of the global and long-term nature of 
trans-national terrorism, Lee stressed that efforts to 
raise the security baseline, strengthen inter-agency 
collaboration in policy, intelligence and operational 
work would always be a work-in-progress. Moreover, 
securing the nation necessitates not just a 
“whole-of-government” but also a “whole-of-nation” 
approach. In conclusion, and with reference to the 
theme of resilience, Lee cited the Community 
Engagement Project (CEP) as an example of 
Singapore’s effort towards the development of a holistic 
approach to enhance social cohesion and harmony 
as well as the management and mitigation of potential 
communal tensions during times of crisis.



Discussion

In response to questions on the role of the private 
sector in national security programmes, Lee noted that 
to most firms, security measures are usually perceived 
as an expense rather than a profit-generating 
investment. Thus far, the government has resisted 
resorting to legislation to compel the private sector to 
be more involved, preferring instead to devise strategies 
to engage them in security initiatives. For example, 
programmes to better engage the business community 
in security work and set the pace for better business 
continuity management and resilience during crises 
include the Corporate First Responder Scheme, a joint 
project between the Singapore Police Force and private 
companies that focuses on post-incidence recovery 
procedures for businesses.

Concerns were raised that iconic and tourist installations 
in Singapore might be potential terrorist targets. In 
response, the Ministry of Home Affairs has actively 
engaged the developers of new projects to incorporate 
security features as part of the architectural designs, 
although changes have to yet be made to the building 
codes to mandate security requirements.

Observing that most internal security policies have an 
impact on foreign affairs, a participant asked how the 
foreign affairs ministries could be better integrated into 
security plans. Lee responded that, in Singapore’s 
case, the Ministry of Foreign Affairs (MFA) sits on 
several security boards and committees at the inter-
ministerial and executive levels, such as the Security 
Policy Review Committee.

Moving on, a participant wanted to know the challenges 
faced by Singapore in implementing its national security 
framework and queried what future developments the 
NSCS wished to see. Lee replied that there are several 
coordination challenges, namely, in striking a balance 
between centralization and decentralization. He 
added that while the various government agencies 
do cooperate, bureaucratic issues such as 
timely information sharing and budget ownership do 
crop up.

On the topic of radicalization, a participant asked how 
Singapore determines individuals who are at risk of 
being radicalized. Lee mentioned that, on the whole, 
individuals are identified or tracked based on the 
information provided by the intelligence community. 
However, it is not enough to simply track individuals 
who have been to training camps abroad. The challenge 
today is the proliferation of radical ideologies on the 
Internet, which makes tracking potential radicalized 
individuals difficult. On the other hand, the Internet 
can also help build resilience. For instance, there is a 
committee in Singapore that looks into cyber security. 
At the grass-roots level, a number of Muslim leaders 
have created websites aimed at debunking extremist 
ideologies.

Lastly, a participant remarked that the threat to 
Singapore seems to arise from terrorism and not from 
inter-state issues. In response, it was highlighted that 
historically, Singapore had faced inter-state problems 
but the formation of confidence-building platforms 
such as the Association of Southeast Asian Nations 
in 1967 has done much to improve external relations.



In his presentation, Robert Ayson noted that traditional 
understandings of national security emphasize the 
protection of the nation-state against threats of external 
military attacks. For many countries, however, concerns 
about domestic instability have often bubbled under 
the surface. In their early years of independence, for 
example, the inaugural member states of ASEAN were 
often more concerned about the risk of internal 
subversion, including opportunistic attempts by external 
powers to capitalize on this vulnerability.

Accordingly, the concept of national resilience was 
championed within ASEAN, emphasizing the economic, 
social and cultural aspects of national security in 
addition to the traditional emphasis on military issues. 
This concept of resilience was initially developed as 
a strategic concept in Indonesia under President 
Suharto, but its essence can also be found in 
Singapore’s concept of Total Defence.

Although some of the enthusiasm for resilience thinking 
has declined with the mixed reputation and fortune of 
the Suharto era of Southeast Asian politics, interest in 
resilience has been reinvigorated by post-9/11 concerns 
about terrorism as a potential shock to domestic life 
and safety. Singapore’s perspective of resilience, for 
example, focuses on the social capacity to recover 
from such shocks and resumption to normalcy as 
swiftly as possible, paying particular attention to the 
psychological dimension.

Ayson proposed that instead of being solely fixated 
on the conventional engineering conception of 
resilience, which focuses on the recovery of a single 
stable condition (i.e. “back to life as normal”), it may 
perhaps be useful to consider what he called “the 
ecological understanding” of resilience, which is well 
suited to complex systems like human societies. 
In these systems of alternative conditions and 
non-linear behaviour, declining resilience increases 
the likelihood that the system will shift dramatically to 
a new steady state, the consequences of which may 
or may not be desirable. The ecological approach 
therefore reminds people that deliberate intervention—
in spite of good intentions—may well engender 
inadvertent consequences. In such circumstances, a 
counter-intuitive approach to resilience as a national 
security objective may be worth pondering.

David Heyman began his talk with the observation 
that the international security landscape has changed 
in a number of fundamental ways. For one, today’s 
world is one without borders. Second, the domestic 
challenges facing states are increasingly influenced 
by those of other states, redefining the notion of national 
security. Third, state adversaries are no longer just 
confined to the traditional exogenous threat of 
nation-states. Fourth, “front lines” are now no longer 
just the exclusive domain of the military. Lastly, the 
economy has become a prime target for adversaries 
of the state. These changes have meant that the need



to protect people, infrastructures and supply chains 
against catastrophic events has been concomitantly 
accompanied by the most dramatic expansion of the 
U.S. national security apparatus, as well as others, 
since World War II.

Despite all these, Heyman insisted that today’s 
government programmes remain out-dated as they 
are largely built upon old notions of top-down solutions 
and hierarchical management. In particular, with 
reference to the Anti-Terrorism and Homeland Security 
strategies of the U.S. government, Heyman pointed 
out three key failings: (i) the maintenance of a twentieth 
century bureaucracy while facing a twenty-first century 
adversary; (ii) the securing of the global supply chain 
and critical infrastructure with an ad hoc and fragmented 
approach; and (iii) the flawed belief in the factoid 
that “government has to be right all the time; terrorists 
only once”.

In a world where small groups of would-be terrorists 
live, move and plan among ordinary citizens—and 
indeed, succeed—by exploiting the openness of 
society, outmoded top-down approaches are unlikely 
to succeed or conversely, may only fare well with 
extraordinary resources and excessive costs. 
The solution, therefore, in Heyman’s opinion, is to turn 
security programmes on their heads and adopt a more 
bottom-up, decentralized approach to anti-terrorism 
and homeland security—one that empowers individuals 
and communities and better integrates them into the 
national security enterprise, leading to greater 
prevention, protection and ultimately resilience 
in society.

Discussion

The first question that was raised pertained to Ayson’s 
concept of the “ecological understanding” of 
resilience—whether it implied that human societies, 
given their complex adaptive behaviour, are by definition 
resilient with the only difference being its degree. 
Acknowledging the pertinence of the query, Ayson felt 
that it was not necessarily the case that all systems 
or societies are intrinsically resilient. The broader point, 
instead, which he wanted to remind and caution against, 
was the belief that resilience can be effectively 
engineered or should be deliberately fostered. 
Sometimes, despite the good intentions involved, an 
overly interventionist governmental attitude and 
approach may, in fact, inadvertently reduce 
societal resiliency.

One participant wondered if minor perturbations within 
societies would actually help to imbue an “inoculating” 
effect on societal resiliency. In response, Heyman 
commented that the issue is essentially a matter of 
“resilience breeding resiliency”, that having gone 
through unpleasant events or occurrences, communities 
establish and develop the history and the skill sets 
required to better cope with future adversities. As for 
Ayson, he noted that the question related to the issue 
of the level of volatility that should be tolerated in order 
to engender a wider shock immunity. He pointed out 
that while certain societies may seem to be ostensibly 
stable, underlying fundamentals may actually be quite 
brittle and all it takes is for a minor blip to upset the 
prevailing balance.

Another participant made the argument that there 
appears to be a “compartmentalized” security outlook 
among states today and this would negatively impact 
the larger global resilience vis-à-vis the trans-national 
terrorism threat. To this, Heyman opined that he shared 
the participant’s viewpoint, in the sense that he agreed 
with the notion that terrorist disturbances at the local 
level may end up affecting interests at the global level, 
especially in the economic realm. Meanwhile, Ayson’s 
perspective was that citizens in different countries 
would ineluctably have disparities in terms of the 
perceived level of threat from terrorism. Even if there 
is a greater local awareness of the terrorism threat 
elsewhere, Ayson was unsure whether that would 
naturally translate into a higher level of resiliency.



Rohan Gunaratna examined the evolution of regional 
and global terrorist threats in the past decade. 
The four main changes were (i) a lower terrorist threat 
facing Southeast Asia and Asia in general as a result 
of counter-terrorism efforts; (ii) the shift of the epicentre 
of terrorism from Afghanistan to Iraq and Tribal Pakistan 
(Federally Administered Tribal Areas); (iii) greater 
collaboration between Middle East- and Southeast 
Asia-based terrorist groups during the last five to six 
years; and (iv) the shrinking of the numerical strength 
of Al-Qaeda, largely as a result of the global fight 
against terrorism.

However, despite its smaller group size, Al-Qaeda 
continues to exert its influence on terrorist groups 
through its active investment in propaganda. Moreover, 
Gunaratna also noted that the appeal and attractiveness 
of Al-Qaeda also lies in Osama bin Laden’s ability 
to present himself as a man of religion who is fighting 
for Islam.

Gunaratna opined that the security landscape of Asia 
would be shaped by developments in Iraq, citing 

analyses identifying Iraq as the breeding ground for a 
new generation of jihadists, and also intentions of 
Jemaah Islamiyah (JI) groups to send its members to 
Iraqi training camps. Furthermore, it was emphasized 
that if not for the training that JI members have received 
from Al-Qaeda and other Arab groups based in 
Afghanistan—as well as their trans-national 
collaborations with Southeast Asian-based terrorist 
groups—the JI would not have been the most 
dangerous group in the region. Within Southeast Asia, 
highly resilient terrorist groups persist in Eastern 
Indonesia (especially the Sulawesi region and Maluku 
Islands) and southern Philippines (especially Mindanao). 
However, since Singapore, Malaysia and Indonesia 
have put into place counter-terrorism mechanisms, 
the level of threat to these countries is no longer as 
high as before. Gunaratna also pointed out that 
ideological extremism is likely to be of a greater security 
threat than terrorism in the near future. It would not 
be easy to fight ideological extremism with the 
traditional methods of warfare. It would require the 
joint efforts of the religious institutions, the media and 
police forces to counter extremist effectively.

In conclusion, Gunaratna provided three assessments 
for consideration. First, it is vital that American and 
Australian troops maintain their presence in Southeast 
Asia to keep the threat of terrorism low through their 
facilitation of intelligence-building measures. 
Second, terrorism and terrorist organizations must be 
made illegal. Currently, in Indonesia, it is not a legal 
offence to join the JI. Third, a comprehensive counter-
terrorism response that includes community-
engagement projects is necessary to deal with the 
security challenges of 2008 and beyond.



Discussion

In relation to Gunaratna’s comments on the need to 
build bridges with the Muslim community to counter 
terrorism and radical ideology, a participant asked if 
he was suggesting that the problem is that of a clash 
of civilizations. Gunaratna replied that it is more of an 
intra-civilization conflict between adherents of 
mainstream and a deviant form of Islam driven by 
politics, rather than an inter-civilization clash. Al-Qaeda, 
for example, is a political organization that has used 
Islam to legitimize its fight. He added that fewer than 
one per cent of Singaporean Muslims support 
extremism or terrorism and the same would apply to 
Malaysia, Indonesia, Pakistan and India.

Next, it was also articulated that a comprehensive 
counter-terrorism approach might not be possible to 
implement given the ongoing U.S.-Iraq and Israel-
Palestine conflicts. In Gunaratna’s opinion, a 
comprehensive counter-extremism response is possible 
but it would probably be a difficult process. This is 
because events and even images depicting the situation 
in Iraq and Afghanistan have a huge impact on radicals 
in Southeast Asia who feel for the suffering of their 
fellow Muslim brothers and sisters and, as a result, 
believe in their obligation to fight. A purely overbearing 
military response to terrorism would lead to 
failure and even create a negative perception of 
counter-terrorism efforts.

Responding to questions on the persuasive power of 
deviant Islam and the kind of ideological messages to 
be used to counter extreme ideologies, Gunaratna 
replied that Osama bin Laden is a most effective 
communicators as he has been able to exploit media 
resources such as the Internet, television and radio to 
broadcast and articulate his messages and threats 
more effectively than any Western leader. Moreover, 
due in part to the unresolved Israel-Palestine conflicts, 
Muslim leadership in the fight against Muslim terrorism 
and extremism is lacking.

On the topic of extremism, a participant queried if the 
definition of extremism should be broadened to include, 
for example, environmental and political views, and 
not just focus on religion alone. It was also asked if 
any key lessons could be drawn from the Cold War 
that might be applicable to current counter-extremism 
responses. On the whole, Gunaratna agreed that the 
term “extremism” should be broadened to include 
other security threats. However, due to limited financial 
and intellectual resources, national security measures 
have to be prioritized according to the threats faced. 
Terrorism, a by-product of ideological extremism, is 
therefore a national security priority. With regards to 
the Cold War, Gunaratna noted that the rest of the 
world was able to defeat the Soviet empire as they 
were able to overcome the Soviets both on ideological 
and military grounds. Gunaratna opined that without 
a military defeat, an ideological defeat might not be 
possible. Hence, adopting a comprehensive approach 
is necessary in the current fight against extremism.

Speaking on the security situation in Pakistan, 
Gunaratna articulated that the failure of the West to 
stabilize Afghanistan after the defeat of the Soviets 
culminated in the current state of affairs. As for the 
usage of the term “jihad”, Gunaratna agreed that it 
should not be used freely and in vain, as it will 
unnecessarily lend power and legitimacy to deviant 
groups. He also added that, so far, no concerted 
effort has been made to define jihad to counter any 
deviant definitions.

Finally, in addressing questions on the JI’s modus 
operandi in Southeast Asia, Gunaratna replied that the 
JI has been selective in their tactics due to a lack of 
resources. While the JI is trained to conduct 
assassinations and forced-entry attacks, it has invested 
in and focused its activities mainly on the making of 
shoe bombs, suicide bombings and vehicle bombings.


